
“The Colony Group’s extensive team of financial 
experts, compliance and legal professionals, and 
operations and technology specialists works 
diligently and collaboratively to ensure that client 
security remains a top priority.” 

Stephen Stelljes 
President of Client Services 

 

Contact Us  
Email: info@thecolonygroup.com 

Tel: 800-758-8200 
Fax: 617-723-6338 

www.thecolonygroup.com 
 

Client Alert: Tax Scams 

Over the past several months, The Colony Group has noted an increase in the 
number of people who have received fraudulent calls from individuals 
purporting to be Internal Revenue Service (IRS) agents.  The IRS continues to 
warn taxpayers against these aggressive phone scams and other tax-related 
scams.  As we approach the 2015 tax filing season, we want to share these 
warnings with you and remind you that the IRS follows very specific 
procedures when communicating with taxpayers.  If you ever suspect 
fraudulent activity, you should always feel free to contact your Colony Group 
financial counselor right away. 

Some Common Scams 
 
Identity Theft:  In 2014, tax fraud via identity theft sat atop the IRS’s “Dirty 
Dozen” list.  “Identity theft” and “identity fraud” are terms used to refer to all 
types of crime in which someone wrongfully obtains and uses another 
person's personal data in some way that involves fraud or deception, typically 
for economic gain.  In many cases, an identity thief uses a legitimate 
taxpayer’s identity to file a tax return fraudulently and claim a refund.  You 
may be unaware you are a victim until you try to file your tax return and learn 
that one already has been filed using your Social Security Number. 
 
If your Social Security Number is compromised and you know or suspect that 
you are a victim of tax-related identity theft, take these additional steps: 
 

• Respond immediately to any legitimate IRS notice; and call the 
number provided. 

• Complete IRS Form 14039, Identity Theft Affidavit. Use a fillable form 
at IRS.gov.  Print, and then mail or fax according to instructions. 

• Continue to pay your taxes and file your tax return, even if you must 
do so by paper. 

 
Telephone Scams:  According to the IRS, current phone scams include 
many variations, including instances in which callers say the victims owe 
money or are entitled to a large refund.  Some calls can threaten arrest or 
threaten a driver’s license revocation.  Sometimes these calls are paired with 
follow-up calls from people saying they are from the local police department 
or the state motor vehicle department. 
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Disclosures 
 
The Colony Group, LLC (“Colony”) is an SEC 
Registered Investment Advisor with offices in 
Massachusetts, New York, and Florida. 
 
Registration does not imply any level of skill or 
training, nor does it imply that the SEC has endorsed 
or approved the qualifications of Colony or its 
respective representatives to provide advisory 
services. 
 
Colony does not undertake an obligation to update 
information provided herein at any time after the 
delivery of this article.  
 
This article is educational in nature; it is not to be  
construed as tax, investment, or legal advice.  Please 
contact a Colony Group financial counselor for more 
information about the topic client security. 
 
Although this article refers in part to tax-related 
matters, it is not intended or written to be used, and 
cannot be used, for the purpose of avoiding penalties 
under the Internal Revenue Code or state law. 

Characteristics of these scams can include: 
 

• Scammers use fake names and IRS badge numbers. They generally 
use common names and surnames to identify themselves. 

• Scammers may be able to recite the last four digits of a victim’s 
Social Security Number. 

• Scammers “spoof” or imitate the IRS toll-free number on caller ID to 
make it appear that it is the IRS calling. 

• Scammers sometimes send counterfeit IRS emails to victims to 
support their bogus calls. 

• Victims hear background noise of other calls being conducted to 
mimic a call site. 

 
If you receive a phone call from someone claiming to be from the IRS but 
you suspect they are not an IRS employee, you should record the 
employee's name, badge number, call back number, and caller ID if 
available.  You should then call the IRS at 1-800-366-4484 to determine if the 
caller is an IRS employee with a legitimate need to contact you. 
 
Phishing:  Phishing is a scam typically carried out with the help of 
unsolicited email or a fake website that poses as a legitimate site to lure 
potential victims and prompt them to provide valuable personal and 
financial information.  Armed with this information, a criminal can commit 
identity theft or financial theft.  The IRS does not initiate contact with 
taxpayers by email to request personal or financial information. This includes 
any type of electronic communication, such as text messages and social 
media channels.  In the event that you receive an electronic communication 
claiming to be from the IRS (or an organization closely associated with the 
IRS, such as the Electronic Federal Tax Payment System or the Taxpayer 
Advocate Service) that contains a request for personal information and/or 
taxes associated with a large investment, inheritance, or lottery, you should 
not reply.  You should also be careful not to open any attachments 
transmitted with the email.  Instead, you should forward the email as-is to 
the IRS at phishing@irs.gov and then delete the original email. 
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